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Welcome!  
 
We’re glad you’re here.  

We hope this toolkit will help you make your consent and informing experience the best that 
it can be.  
 
Inside you’ll find:  

 
What We Know: Use cases describing our approach to the informed consent 
process, including eConsent 

 
 
Real Examples: What do these ideas look like when they are put into practice  
 
 
Consent Checklist: Run through these questions to make sure you’ve thought it 
through 

 
 
Additional Resources: Check out some of the other resources we consult when 
doing our work  
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What’s New in Version 3?  
 

Welcome Back! 
 
A lot has happened since we put out version 1 of this toolkit in October 2018. In version 
2 (July 2019), we added new information to reflect the January 2019 updates to the Code 
of Federal Regulations (the Common Rule). In version 3 we have added a few new 
sections:  
 
- Stop the Bots! How to detect bots in your online research 

- eConsent: a complement to the in person consenting experience 

- Using a question and answer format 
- Side bar: Do we still need a long form? 

 
It is important to note that there are a few sections in this toolkit that are not specifically 
about informed consent, but address closely related topics. These sections address common 
questions, like using wearable devices in your study.  
In v3 we have added another “consent related” section: 

-Research Kit and Research Stack frameworks 
 
Also, a quick note: this document contains hyperlinks between sections. For this reason, we 
suggest saving a tree and reviewing this document electronically whenever possible. 
 

If you have feedback to any of the information provided here or other topics you would 
like us to cover Use this form to share your feedback or suggestions with us or Tweet us 
@SageBio.  

  

https://docs.google.com/forms/d/1vokHfyKsuoGki5CMTT6DiE-S7USud0cYSM1qa_cWbAQ/edit
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How to Use this Resource  
 

If you are a Researcher… 
 

Think about what information your participants need to know to make 
an informed decision about participating in your study. Think about the 
words, images, or videos you will use to convey this information in a 
way participants will understand.  
Sections to review:  

• Consent in the 21st century 

• Using wearable devices 

• Should I use a quiz?  

• Keeping it legal  
 

If you are a designer… 
 

Think about the audience and how your design may facilitate 
participant learning.  
Sections to review:  

• Know your audience  

• Designing and developing your eConsent  

• Using an online framework  
 

 

If you are curious… 
 

Think about how providing information in way that is engaging and 
understandable may build trust and facilitate autonomy.  
Sections to review:  

• What is app-mediated consent 

• Defining the narrative arc 

• Numeracy   
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Getting Started  
 

// The Elements of Informed Consent: Code of Federal Regulations  
 

We use these elements as a starting point in our approach to informed consent for research. 
We encourage you to focus on transparency and clarity in all aspects of informed consent.  
 

The Code of Federal Regulations for the protection requires that investigators obtain legally 
effective informed consent prior to enrolling human subjects in research (45 CFR 46). The 
CFR mandates the following elements be included in any informed consent for human 
subject research: 
 

1. Description: Tell your participants this is research. Explain the purpose of the study, 
how long it will last, and the procedures.  

2. Risks or discomforts 
3. Benefits 
4. Alternatives to procedures or participation 
5. Compensation 
6. Who to contact with questions 
7. Participation is voluntary and procedure for withdrawal 

 
The Code of Federal Regulations was revised effective January 2019. With this revision, 
informed consent now must also include:  
 
Applicable to all studies:  

 Begin with a concise and focused overview of information 

 Address future use (secondary research use) of identifiable information  
 

When applicable:  

 Address whether or not there is the potential for commercial profit based on the 
research  

 Address whether clinically relevant information will be returned to participants 

 Address whether the research will or might include whole genome sequencing  

 

 

Additional Resources 
 
The revised Common Rule:  
https://www.ecfr.gov/cgi-
bin/retrieveECFR?gp=&SID=83cd09e
1c0f5c6937cd9d7513160fc3f&pitd=
20180719&n=pt45.1.46&r=PART&ty
=HTML  
 
Stanford University explains the 
revisions to the Common Rule:  
https://researchcompliance.stanfor
d.edu/panels/hs/common-
rule#informed1 

 
An example informed consent that 
includes genomics, secondary 
research use, and is compliant with 
the revised Common Rule: consent 
to join the National Kidney Precision 
Medicine Project: 
https://kpmp.org/wp-
content/uploads/2019/06/KPMP_AK
I_Consent_v9_2019-05-14.pdf 

 
  

https://www.ecfr.gov/cgi-bin/retrieveECFR?gp=&SID=83cd09e1c0f5c6937cd9d7513160fc3f&pitd=20180719&n=pt45.1.46&r=PART&ty=HTML
https://www.ecfr.gov/cgi-bin/retrieveECFR?gp=&SID=83cd09e1c0f5c6937cd9d7513160fc3f&pitd=20180719&n=pt45.1.46&r=PART&ty=HTML
https://www.ecfr.gov/cgi-bin/retrieveECFR?gp=&SID=83cd09e1c0f5c6937cd9d7513160fc3f&pitd=20180719&n=pt45.1.46&r=PART&ty=HTML
https://www.ecfr.gov/cgi-bin/retrieveECFR?gp=&SID=83cd09e1c0f5c6937cd9d7513160fc3f&pitd=20180719&n=pt45.1.46&r=PART&ty=HTML
https://www.ecfr.gov/cgi-bin/retrieveECFR?gp=&SID=83cd09e1c0f5c6937cd9d7513160fc3f&pitd=20180719&n=pt45.1.46&r=PART&ty=HTML
https://researchcompliance.stanford.edu/panels/hs/common-rule#informed1
https://researchcompliance.stanford.edu/panels/hs/common-rule#informed1
https://researchcompliance.stanford.edu/panels/hs/common-rule#informed1
https://kpmp.org/wp-content/uploads/2019/06/KPMP_AKI_Consent_v9_2019-05-14.pdf
https://kpmp.org/wp-content/uploads/2019/06/KPMP_AKI_Consent_v9_2019-05-14.pdf
https://kpmp.org/wp-content/uploads/2019/06/KPMP_AKI_Consent_v9_2019-05-14.pdf
https://kpmp.org/wp-content/uploads/2019/06/KPMP_AKI_Consent_v9_2019-05-14.pdf
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// Keeping it Legal  
 

Important disclaimer: we are not lawyers. That said, here are some resources that we have 
developed for navigating regulatory compliance in the U.S.    
 
Some of the terms commonly used in U.S. state/territory-specific regulations: 
 

• Access to records: a required statement within the informed consent indicating that 
participants have the right to access specific records about themselves 

• Age of majority: age at which a person can consent themselves to participation in 
research 

In the U.S., the age of majority with respect to research participation is 18 
with two exceptions. In Puerto Rico the age of majority is 21. In Alabama, the 
age of majority with respect to research participation is 19, with the notable 
exception of IRB-approved research conducted by a federally-accredited 
college or university. 

• Bill of rights: formal declaration of the rights of the research participant (e.g., 
California Experimental Research Subject’s Bill of Rights) 

• eSignature: an essential facilitator of entirely remote consent interactions 

• Sensitive data confirmation: persons must specifically acknowledge the release of 
sensitive data types contained within their records (e.g., sexual health) 

• Witness signature: some states require participants to have a person who can attest 
to their identity witness the participant’s signature on the informed consent. 

• Expiry: Some states require a date or term of expiry be stated within the informed 
consent form. A date of expiry is an actual date (e.g., December 31, 2099). A term of 
expiry describes a time period or event (e.g., 12 months from signature). 

 
Sage Bionetworks completed a review of state/territory-regulations across the U.S. for 
several domains of human subject research for the All of Us Research Program (AoU). AoU is 
a longitudinal national cohort program funded by the U.S. National Institutes of Health (NIH), 
with investigators, study infrastructure, data management systems, and governance schema 
distributed across the U.S. You can read our paper using the link to the right. 
 

 

 

             Additional Resources  
 

Our review of 50 states and US 
territories regulations related to 
consent for research: 
https://www.ncbi.nlm.nih.gov/pmc/
articles/PMC6417826/ 

 
Insurance Risk Classification in an 
Era of Genomics: Is a Rationale 
Discrimination Policy Rational?  
Prince, Anya 2018  
https://digitalcommons.unl.edu/nlr/
vol96/iss3/4/ 
 
The Web of Legal Protections for 
Participants in Genomic Research 
Wolf, Leslie et al. 2019 
https://papers.ssrn.com/sol3/paper
s.cfm?abstract_id=3328892 
 
 

 
 
 

  

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6417826/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6417826/
https://digitalcommons.unl.edu/nlr/vol96/iss3/4/
https://digitalcommons.unl.edu/nlr/vol96/iss3/4/
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3328892
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3328892
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// Keeping it Legal: The International Edition 
 

Again, we are not lawyers. Here are some points to consider for your informed consent and 
PP/ToS if you are taking your study overseas:  
 

• Even if you already have approval from an ethics board in your home country, we 
strongly encourage you have your study reviewed by the research ethics authority in 
each of the countries into which you wish to expand. This is a legal requirement of 
many countries, it is a requirement of many institutions and funders, and it is good 
research ethics practice 
 

• Having a local sponsor (local PI) in each country into which you are expanding your 
study is a legal requirement of many countries and is also good research ethics 
practice 

 

• Within your informed consent and other user agreements (e.g., privacy policy, terms 
of service), ensure that you are explicit when describing where the data is being 
transferred to and stored and for any additional transfers for secondary use with 
special attention to cross-border transfer 

o This is a legal requirement in many jurisdictions 
o Some countries require an explicit opt in from participants for data transfer 

across borders 
 

• Research and privacy laws are evolving rapidly worldwide; consider engaging local 
legal counsel and/or a firm experienced with international research regulation to 
ensure your participant-facing research agreements are compliant with any 
applicable laws 

 
 
 
 
 

 
 

Additional Resources 
 

The European Commission’s official 
website describing the General Data 
Protection Regulation: 
https://ec.europa.eu/commission/pr
iorities/justice-and-fundamental-
rights/data-protection/2018-reform-
eu-data-protection-rules_en 

 
A compendium of international 
human research standards from the 
US Department of Health and 
Human Services: 
https://www.hhs.gov/ohrp/sites/def
ault/files/2018-International-
Compilation-of-Human-Research-
Standards.pdf 

 
 
 
 
 
  

https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-protection-rules_en
https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-protection-rules_en
https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-protection-rules_en
https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-protection-rules_en
https://www.hhs.gov/ohrp/sites/default/files/2018-International-Compilation-of-Human-Research-Standards.pdf
https://www.hhs.gov/ohrp/sites/default/files/2018-International-Compilation-of-Human-Research-Standards.pdf
https://www.hhs.gov/ohrp/sites/default/files/2018-International-Compilation-of-Human-Research-Standards.pdf
https://www.hhs.gov/ohrp/sites/default/files/2018-International-Compilation-of-Human-Research-Standards.pdf
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// Consent in the 21st Century  
 

If your study includes electronic data capture of any type, it is essential that your study’s 
informed consent process address data security and transferability. Additionally, if you 
employ a mobile app and/or wearable sensor for your study, you may need to include 
information from one or more privacy polices and/or terms of service.  

 
If your study includes data capture from a mobile phone (directly or through an 
app), consider describing within the informed consent:  

 If there will be passive data collection of any kind, such as from GPS 

 If your study will pull data from other apps, such as HealthKit or Fitbit 

 If you want permission to access phone features, such as push 
notifications  

 
 
If your study uses a mobile app for research, such as those developed using 
ResearchKit (iOS) or ResearchStack (Android), consider describing:  

 Who is developing the app? 

 Will the data be encrypted both at rest and in transmission? 

 Who will receive/store/use the data: the research team, a third party, 
or both? 

 
 
Describe to participants who else will have access to their data besides 
the research team: 

 Are there any data disclosures required by law? 

 Address selling or “renting” participant data to third parties 

 Will there be data sharing for future use beyond the original research 
team? 
 

 
If you are using a mobile app for research, some or all of this information may be found in 
the privacy policy or terms of service for your app; read more about them here and here.  

 

 

Additional Resources 
 

For perspective on the consent 
landscape in app-mediated research, 
see our paper: Consent Processes 
for Mobile App Mediated Research: 
Systematic Review: 
https://mhealth.jmir.org/2017/8/e1
26/ 
 
If your study includes an app, take a 
look at the FTC’s mobile health app 
checklist: https://www.ftc.gov/tips-
advice/business-
center/guidance/mobile-health-
apps-interactive-tool 
 

 
  

https://mhealth.jmir.org/2017/8/e126/
https://mhealth.jmir.org/2017/8/e126/
https://www.ftc.gov/tips-advice/business-center/guidance/mobile-health-apps-interactive-tool
https://www.ftc.gov/tips-advice/business-center/guidance/mobile-health-apps-interactive-tool
https://www.ftc.gov/tips-advice/business-center/guidance/mobile-health-apps-interactive-tool
https://www.ftc.gov/tips-advice/business-center/guidance/mobile-health-apps-interactive-tool
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// Privacy Policies and Terms of Service 
 

Privacy policies (PP) and terms of service (ToS) are traditionally used by 
apps, websites, and wearable devices (like fitness monitors) to describe 
their acceptable use and the data they collect. 
 
Specifically, privacy policies focus on the collection and use of the 
app/website user’s personal information. PP are often required to list 
your study app in an app store. ToS cover the rules and requirements of 

website and/or app use, for example, copyright, allowed uses, and definition of abuse.  
 
PP/ToS have not traditionally been considered part of the informed consent process. 
However, they can have a tremendous impact on privacy and confidentiality of research data 
and therefore are increasingly being requested and reviewed by ethics review boards. Read 
more about how PP/ToS can undermine your consent here.  
 
Issues to look out for: 

 PP/ToS are often difficult for regular people to understand because they’re long, 
complicated, and contain lots of legal jargon with sections in ALL CAPS  

 PP/ToS are often written with the protection of the developer in mind rather than 
the participant (contrary to the ethical foundations of human subject research) 

 Make your PP/ToS easy to find. Despite their importance, PP/ToS are frequently not 
integrated within the informed consent process. There may not be any requirement 
for the participant to signal that they have reviewed and agree to the PP/ToS. 

 
Consider:  

• Review privacy policy and terms of service as you would a consent document 
o Reduce reading level 
o Avoid jargon and writing in ALL CAPS 
o Ensure harmonization between the informed consent and PP/ToS 
o Integrate PP/ToS within the informed consent process for your study  

• Don’t forget that you have to follow the terms of your posted PP/ToS! 

 
 

Additional Resources  
 
For an example of a good ToS, see 
the All of Us Research Program’s:  
https://www.joinallofus.org/en/ter
ms-of-service 

 
More on electronic consent, 
including PP and ToS from a 2017 
presentation at Global Biobank 
Week: 
http://sagebionetworks.org/wp-
content/uploads/2018/11/GBW2-
DOERR-13Sept17-converted.pdf 

 
For perspective on the consent 
landscape in app-mediated research, 
including PP and ToS, see our paper: 
Consent Processes for Mobile App 
Mediated Research: Systematic 
Review: 
https://mhealth.jmir.org/2017/8/e1
26/ 

 
  

https://www.joinallofus.org/en/terms-of-service
https://www.joinallofus.org/en/terms-of-service
http://sagebionetworks.org/wp-content/uploads/2018/11/GBW2-DOERR-13Sept17-converted.pdf
http://sagebionetworks.org/wp-content/uploads/2018/11/GBW2-DOERR-13Sept17-converted.pdf
http://sagebionetworks.org/wp-content/uploads/2018/11/GBW2-DOERR-13Sept17-converted.pdf
https://mhealth.jmir.org/2017/8/e126/
https://mhealth.jmir.org/2017/8/e126/
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//Privacy Policies and Terms of Service: Organizing information 
 

Organizing information helps us digest it more easily. For 
example, when we take notes, we often use an outline format to 
help us organize our thoughts. When writing, we use headings 
and subheadings to create a logical flow of information and to 
signal to readers how the information we are presenting is inter-
related. 
 
Unlike informed consent which has an organizational framework 

imposed by federal regulation, privacy policies (PP) and terms of service (ToS) do not have 
an imposed structure. This freedom means that those drafting PP/ToS need think critically 
about the structure the information they are presenting. 
 
 
Consider: 

• Creating a table of contents for your PP/ToS – this will encourage you to group 
similar information together. 

• Layering information so people can choose how deep they go  

• Thinking through your PP/ToS logically. What happens first, second, and third? For 
example: 

o What information do you collect? Why? 
o Where does the information you collect go? How is it stored? 
o Do you share the information you collect with anyone? If so, why? 

 
And, for the love of all that is holy, do not use an online PP/ToS generator without careful 
review and editing of the output!! 
 
 

 
 
 
 

 
 
 

Additional Resources  
 

A couple of examples of well-
organized PP: 
- The Digital Medicine Society 

(one we helped edit): 
https://www.dimesociety.org/in
dex.php/privacy-policy 

- The Federal Trade Commission: 
https://www.ftc.gov/site-
information/privacy-policy 

 
Take a look at Terms of Service; 
Didn’t Read: https://tosdr.org/ 
 
The Instagram Privacy Policy was re- 
written so that kids can understand 
it: Growing up Digital 
 
For layout design and 
approachability, Google's PP is 
useful resource: 
https://policies.google.com/privacy?
hl=en. 
 
 

 

  

https://www.dimesociety.org/index.php/privacy-policy
https://www.dimesociety.org/index.php/privacy-policy
https://www.ftc.gov/site-information/privacy-policy
https://www.ftc.gov/site-information/privacy-policy
https://tosdr.org/
https://www.childrenscommissioner.gov.uk/wp-content/uploads/2017/06/Growing-Up-Digital-Taskforce-Report-January-2017_0.pdf
https://policies.google.com/privacy?hl=en.
https://policies.google.com/privacy?hl=en.
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// Using wearable devices in your study  
 
The increasing ubiquity of wearable devices is a potential boon for researchers. The use of 
wearable devices in human subject research is an area of exponential growth and has drawn 
the attention of regulators and IRBs.  
 
There are two approaches to integrating wearable devices in mobile health studies, and each 
with its own risks and benefits.  
 
BYOD: Bring your own device  
BYOD allows participants to sync data to your study from a device they already own and use. 
Check it out in the example below.  
 
Pros: Participants have already agreed to the PP/ToS for that device  
Cons: There may be equity concerns raised during ethics review 
 
 
Giving your participants a device to use  
 
Your study will be gathering data using a known device you give to participants. 
 
Pros: There is no barrier to equal participation, which makes everyone happy 
Cons: Review PP/ToS for the device carefully to ensure it does not undermine your study’s 
informed consent or PP/ToS. Be on the look out for exculpatory language. For more 
information on exculpatory language, see the joint guidance from OHRP and FDA .  
 
 
 
 
 
 
 
 

 

Additional Resources  
 

Guidance from the FDA on digital 
devices including wearables.  
https://www.fda.gov/medical-
devices/digital-health 
 
If your study includes an app to go 
along with a wearable, take a look at 
the FTC’s mobile health app 
checklist: https://www.ftc.gov/tips-
advice/business-
center/guidance/mobile-health-
apps-interactive-tool 

 

https://www.fda.gov/regulatory-information/search-fda-guidance-documents/exculpatory-language-informed-consent
https://www.fda.gov/medical-devices/digital-health
https://www.fda.gov/medical-devices/digital-health
https://www.ftc.gov/tips-advice/business-center/guidance/mobile-health-apps-interactive-tool
https://www.ftc.gov/tips-advice/business-center/guidance/mobile-health-apps-interactive-tool
https://www.ftc.gov/tips-advice/business-center/guidance/mobile-health-apps-interactive-tool
https://www.ftc.gov/tips-advice/business-center/guidance/mobile-health-apps-interactive-tool
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Wearables- check it out:  
 
Participants in the All of Us Research Program (AoU) have the opportunity to link their Fitbit 
data to the other data they contribute to the study. The images above show how a 
participant navigates from this option within the AoU participant portal (Image 1 and 2). 
Then the participant leaves the portal to the FitBit oAuth screen, where the participant 
chooses what types of FitBit data they will share with the study (image 3). As you can see, 
this process has important implications for informed consent. 
 
 
Image 1         Image 2     

  
      
 
 
 
 
    
 
 
 
 

 
 
 
 
 
 
 
 
 
 

Image 3 
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// Stop the bots! Detecting bots in your online research   
 

Deploying online surveys can be a powerful tool for research. You can reach large numbers 
of people, quickly, without being confined to one geographic area. But what happens when 
bots answer your survey instead of participants? Bots are automated software programs 
that can enter fake data in your online survey, potentially jeopardizing the scientific validity 
of the data you collect. Bots can complete online survey faster than humans can and with 
multiple redundant submissions. Bots (or their human programmers) are getting smarter 
and are “learning” to bypass human protections against them. If you’re not careful, you may 
end up with invalid data or even giving these bots your precious resources for participant 
compensation! Ensuring that you have a robust consent process is one way to protect your 
online study against bot infiltration.  
 
When this happened to Melissa Simone, a researcher at the University of Minnesota, she 
wrote about her experience on Twitter. Below are her recommendations to detect bots if 
your online research.  
 
 
Consider these recommendations to detect simple bots in your online research: 
 

• Include open ended questions in your consent/survey. Look for identical responses.  

• Double check timestamps for submitted responses or consent documents. 
Responses submitted by a bot may include an irrational time stamp or a date that 
hasn’t happened yet.  

• Use the reCAPTCHA features to have participants confirm that they are in fact, 
humans and not bots! REDCAP databases now have integrations with reCAPTCHA.  

 
You can view Melissa’s full list of recommendations here.  
 

 

 

*Special thanks to Melissa Simone for this important contribution!  
You can tweet her @m_simonephd   

Additional Resources  
You can read Melissa’s tweet thread here: 
https://twitter.com/m_simonephd/status/1
174010078632009728 
 
Bots started sabotaging my online research. 
I fought back: 
https://www.statnews.com/2019/11/21/bo
ts-started-sabotaging-my-online-research-i-
fought-back/ 
 
You can learn more about reCAPTCHA here:  
https://www.google.com/recaptcha/intro/v
3.html 
 
How does the “I am not a robot” checkbox 
work? 
https://medium.com/a-dose-of-
curiosity/how-does-the-i-am-not-a-robot-
checkbox-work-c24d426a82a1 
 
  

https://www.statnews.com/2019/11/21/bots-started-sabotaging-my-online-research-i-fought-back/
https://twitter.com/m_simonephd
https://twitter.com/m_simonephd/status/1174010078632009728
https://twitter.com/m_simonephd/status/1174010078632009728
https://www.statnews.com/2019/11/21/bots-started-sabotaging-my-online-research-i-fought-back/
https://www.statnews.com/2019/11/21/bots-started-sabotaging-my-online-research-i-fought-back/
https://www.statnews.com/2019/11/21/bots-started-sabotaging-my-online-research-i-fought-back/
https://www.google.com/recaptcha/intro/v3.html
https://www.google.com/recaptcha/intro/v3.html
https://medium.com/a-dose-of-curiosity/how-does-the-i-am-not-a-robot-checkbox-work-c24d426a82a1
https://medium.com/a-dose-of-curiosity/how-does-the-i-am-not-a-robot-checkbox-work-c24d426a82a1
https://medium.com/a-dose-of-curiosity/how-does-the-i-am-not-a-robot-checkbox-work-c24d426a82a1
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// Genomics 
 
Increasingly, research studies are integrating diverse 
approaches to genomic analysis and/or biobanking to their 
protocols. When describing these research activities in an 
informed consent process, it is important to remember that 
there are federal and state laws that apply to research that 
includes genomic information.  
 
The revised Common Rule requires that investigators tell 
participants whether or not the research activities will or 
might include whole genome sequencing.  
 

The revised Common Rule also requires  

• A statement of whether biospecimens may be used for commercial profit and 
whether subjects will share in the profit. 

• A statement about whether results will be disclosed to participants. 
 
Here are some additional topics you should consider addressing in your informed consent: 

• Will participants have access to their raw genomic files?  

• If you will return results to participants, can they opt out of receiving this 
information? 

• Will you be creating cell lines? Consider explicit permission and clear statements of 
what will occur to these cell lines at the conclusion of the research study.  

• Secondary research use of genomic data 
 
Explaining concepts about genomics in a way that everyone can understand can be 
challenging. The KPMP consent includes some great language about cell lines and the return 
of genetic information you could consider adapting for your study.  
 
 
 
 

 

Additional Resources  
 

NIH’s Revisions to the Common 
Rule, see subheading, “Major 
Revisions Relevant to Genomics” 
https://www.genome.gov/about-
genomics/policy-issues/Human-
Subjects-Research-in-
Genomics/Highlights-of-Revisions-
to-the-Common-Rule 

 
We review state laws regarding 
genetics in research for the All of Us 
Research Program here: 
https://www.ncbi.nlm.nih.gov/pmc/
articles/PMC6417826/ 

 
The Web of Legal Protections for 
Participants in Genomic Research 
Wolf, Leslie et al. 2019 
https://papers.ssrn.com/sol3/paper
s.cfm?abstract_id=3328892 

 

 

 

  

https://kpmp.org/wp-content/uploads/2019/06/KPMP_AKI_Consent_v9_2019-05-14.pdf
https://www.genome.gov/about-genomics/policy-issues/Human-Subjects-Research-in-Genomics/Highlights-of-Revisions-to-the-Common-Rule
https://www.genome.gov/about-genomics/policy-issues/Human-Subjects-Research-in-Genomics/Highlights-of-Revisions-to-the-Common-Rule
https://www.genome.gov/about-genomics/policy-issues/Human-Subjects-Research-in-Genomics/Highlights-of-Revisions-to-the-Common-Rule
https://www.genome.gov/about-genomics/policy-issues/Human-Subjects-Research-in-Genomics/Highlights-of-Revisions-to-the-Common-Rule
https://www.genome.gov/about-genomics/policy-issues/Human-Subjects-Research-in-Genomics/Highlights-of-Revisions-to-the-Common-Rule
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6417826/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6417826/
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3328892
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3328892


 

15 
  

// Data Sharing and Secondary Use 
 

The revised Common Rule includes a provision to allow for broad 
consent for secondary use of identifiable information and 
identifiable biospecimens. The revised Common Rule also requires 
that all studies include a statement about whether or not the data 
collected from participants will be stripped of identifiers* and used 
for future research.  
 
As you draft your informed consent, give careful thought to how the 

data you collect will be used. Will you share the data? Are you required by your funder to 
share or release the data you collect in whole or in part? Who will have access to these 
data? 
 
In the mPower study for Parkinson Disease, we tell participants about data sharing for 
future research in the informed consent:  

• Sharing your coded study data broadly (without information such as your name) 
may benefit this and future research. 

• You get to decide if you want to share your coded study data broadly with 
qualified researchers. 

• Once we have shared your data with other researchers we cannot withdraw it. 
 
 

Participants choose 
how they want their 
data used: 

 
 
 
 
 
For a study like the All of Us Research Program, participants consent to data donation and 
use by a wide range of researchers. You can watch the All of Us consent video for data 
sharing here.  

 
 

Additional Resources  
 

*What is considered to be an 
identifier may vary based on the 
context of the study and what other 
information you collect about your 
participants. Here are some 
resources to help you navigate the 
sometimes murky world of 
identifiers. 

 
HIPAA identifiers:  
https://www.hipaajournal.com/cons
idered-phi-hipaa/ 

 

Methods for de-identification:  
https://www.hhs.gov/hipaa/for-
professionals/privacy/special-
topics/de-identification/index.html 

 

Coded Private Information or 
Specimens Use in Research (OHRP 
Guidance 2008): 
https://www.hhs.gov/ohrp/regulati
ons-and-policy/guidance/research-
involving-coded-private-
information/index.html 

 
 
 

 

https://www.hhs.gov/ohrp/education-and-outreach/revised-common-rule/revised-common-rule-q-and-a/index.html#broad-consent-in-the-revised-common-rule
https://www.hhs.gov/ohrp/education-and-outreach/revised-common-rule/revised-common-rule-q-and-a/index.html#broad-consent-in-the-revised-common-rule
https://parkinsonmpower.org/your-story
https://www.youtube.com/watch?v=kmLQq6uZo48
https://www.hipaajournal.com/considered-phi-hipaa/
https://www.hipaajournal.com/considered-phi-hipaa/
https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html
https://www.hhs.gov/ohrp/regulations-and-policy/guidance/research-involving-coded-private-information/index.html
https://www.hhs.gov/ohrp/regulations-and-policy/guidance/research-involving-coded-private-information/index.html
https://www.hhs.gov/ohrp/regulations-and-policy/guidance/research-involving-coded-private-information/index.html
https://www.hhs.gov/ohrp/regulations-and-policy/guidance/research-involving-coded-private-information/index.html
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Know Your Audience 
 
// Introduction 
 

The goal of informed consent is to explain to interested participants what 
your study entails. You need to clearly define the intended audience and 
to think carefully about how best to communicate with them.  
 
This list is far from exhaustive, but here are a few major domains to 
consider: 
 

• Adaptations for physical impairment: can people with visual, auditory, or physical 
impairment understand and navigate your informed consent? 
 

• Readability: can people of different reading abilities understand your consent? 
 

• Adaptations for people with mild cognitive impairment: how do you engage and 
inform people who are competent to consent but may be struggling with memory 
decline or other cognitive impairment? 
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// Adaptability: Ensuring Your Consent is Navigable 
 
No matter if you are creating a paper consent to be used in person or a self-navigated 
electronic consent, ensure that your study’s consent is accessible to people who are blind, 
deaf, and/or have mobility impairment.  
 
For content that is electronic, there are standards that guide adaptations to ensure 
accessibility. In the U.S., Section 508 of the Rehabilitation Act of 1973 requires federal 
agencies to make electronic assets of all kinds accessible to people who will use adaptive 
technology. The US Department of Health and Human Services (HHS) has created excellent 
guides to applying these standards. 
 
As the HHS guides outline, there are straightforward adaptations you can implement to 
ensure that that electronic content adheres to formatting standards that allow automated 
accessibility tools to parse the content without the use of a mouse or a keyboard. This 
involves tasks like structuring HTML, word processing, and PDF files such that they are easily 
digested by these accessibility tools. For example, using headings properly, alt text on 
figures, and using XML formatting structure.  
 
If you are working with a technology or implementation vendor, be sure to discuss adaptive 
technology. Double check that when your study documents are uploaded and made 
available that adaptive features are not lost.  
 

 

 

 

 

 

 

 

 

 

Additional Resources  
 
From the US Department of Health 
and Human Services, more on 
Section 508: 
https://www.hhs.gov/web/section-
508/index.html 
 
Guides for making electronic 
content accessible: 
https://www.hhs.gov/web/section-
508/making-files-
accessible/index.html 
 
 
The PDF 508 Compliance check list: 
https://www.hhs.gov/web/section-
508/making-files-
accessible/checklist/pdf/index.html 

  

https://www.hhs.gov/web/section-508/index.html
https://www.hhs.gov/web/section-508/index.html
https://www.hhs.gov/web/section-508/making-files-accessible/index.html
https://www.hhs.gov/web/section-508/making-files-accessible/index.html
https://www.hhs.gov/web/section-508/making-files-accessible/index.html
https://www.hhs.gov/web/section-508/making-files-accessible/checklist/pdf/index.html
https://www.hhs.gov/web/section-508/making-files-accessible/checklist/pdf/index.html
https://www.hhs.gov/web/section-508/making-files-accessible/checklist/pdf/index.html
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// Readability: Using Language Your Participants Understand 
 
Readability is the ease with which a person can understand written text. Two of the most  
common measures of readability are the Flesch-Kincaid grade level and the Flesch reading 
ease.  
 
Readability analysis is when you apply readability tools to your copy. Readability analysis is  
an essential step in developing the informed consent process for your study. 
 

Check it out:  

Here is an example of the same informed consent content presented two different ways. 
About 10% of Americans will be able to read the text on the left, while about 80% will be 
able to read the text on the right.  

 

 

 

 

Additional Resources  
 
Here is an amazing map of U.S. 
health literacy levels by U.S. Census 
track: 
http://healthliteracymap.unc.edu/ 
 
Here is a primer on readability that 
we wrote and use here at Sage 
Bionetworks: 
http://sagebionetworks.org/wp-
content/uploads/2018/11/Primer-
on-readability-25April17-1.pdf 
 
A tool to help you write your 
content in plain language: 
http://www.hemingwayapp.com/ 

 
Learn more about using everyday 
words in health communications on 
the CDC’s health literacy resource 
website: 
https://www.cdc.gov/healthliteracy/ 

  

Grade level: 12.1 Reading ease: 46.3 Grade level: 5.4 Reading ease: 80.1 

If you decide to join the study you will need 
to download the free study application on 
your mobile device and register to the study. 
Then, periodically we will ask you to answer 
survey questions and/or perform activities on 
or while holding your mobile phone. In 
addition, if you are able to sustain moderate 
activity, we may send you motivational 
prompts to remain active. Your study data 
will include your responses to surveys and 
the measurements from the phone itself 
when you perform an activity. 

If you decide to join the study, you will need 
to download the mPower study app on to 
your phone. The app is free from your 
phone’s app store. Then you will need to 
register for the study.  
 
As part of the study, we will ask you to 
answer questions on the app. Also, we will 
ask you to do activities while holding your 
phone. We might send you notifications 
through the app telling you to keep up the 
good work. Your answers to the questions 
and the measurements from your activities 
are your study data. 

http://healthliteracymap.unc.edu/
http://sagebionetworks.org/wp-content/uploads/2018/11/Primer-on-readability-25April17-1.pdf
http://sagebionetworks.org/wp-content/uploads/2018/11/Primer-on-readability-25April17-1.pdf
http://sagebionetworks.org/wp-content/uploads/2018/11/Primer-on-readability-25April17-1.pdf
http://www.hemingwayapp.com/
https://www.cdc.gov/healthliteracy/
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// Do Your Own Readability Analysis  
 

One of the easiest ways to do readability analysis on your copy is by using the readability 
tools in Microsoft Word. Highlight the text you wish to check, click Tools> Spelling and 
Grammar> Check Document. At the end of your check you will see a box that looks like this: 

 

 

 

 

 

 

 

   Flesch Reading Ease: scored out of 100. You want this 
number to be high, ideally above 75.  

Flesch-Kincaid Grade level: scored out of 16. You     
want this number to be low, ideally 8 or below.  

  

 

 

Review our full primer on readability analysis here. 

 

Consider:  

 Use plain language  

 Use active voice 

 Keep your sentences short; avoid multiple clauses 

 Consistency in grade level/reading ease is more important than average grade 
level/reading ease  

 
 

Additional Resources  
 

The 2003 National Assessment of 
Adult Literacy gives more details 
about health literacy in the U.S. 
https://nces.ed.gov/pubs2006/2006
483.pdf 

 

Simply Put, CDC’s guide to creating 
easy-to-understand materials is 
another excellent resource: 
https://www.cdc.gov/healthliteracy/
pdf/simply_put.pdf 

 

 

 

 

 

 

http://sagebionetworks.org/wp-content/uploads/2018/11/Primer-on-readability-25April17-1.pdf
https://nces.ed.gov/pubs2006/2006483.pdf
https://nces.ed.gov/pubs2006/2006483.pdf
https://www.cdc.gov/healthliteracy/pdf/simply_put.pdf
https://www.cdc.gov/healthliteracy/pdf/simply_put.pdf
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// Numeracy 
 

The majority of Americans struggle to interpret numbers when used in a health context. 
Here are a few of the guidelines we use for making the numbers we use more accessible in 
our informed consent:  

• Use words rather than numbers 

• Use comparison 
o Compare to some other thing 

▪ Make sure that your comparison event is relatively equivalent to the 
thing that might happen – for example, do not compare the risk of 
dying from kidney biopsy (bad) to the risk of winning the lottery 
(good) even though both are rare 

o Compare to itself 
▪ Does it happen more than/the same as/less than usual? More 

than/the same as/less than in the average person? 

• Avoid the “X in Y” phrasing. If you find you do need to use this format, ensure that 
the denominator stays the same across all the numbers you present. 
 

Here is an example from the Kidney Precision Medicine Project’s informed consent: 

• People often have bleeding after a kidney biopsy. This can be mild, moderate, or 
severe. 

o If the bleeding is mild, your urine may look pink or red for 1 to 2 days. You 
usually have no other problems. This is common. It happens to about 100 in 
1000 people. 

o If the bleeding is moderate, you may need a blood transfusion. Your urine 
may be red for up to 7 to 10 days. This is less common. It happens to about 10 
in 1000 people. 

o In rare cases, the bleeding is severe. You may need additional medical 
procedures to stop it. This happens to about 1 in 1000 people.  

  
 

 

 

 

  



 

21 
  

// Considering Persons with Cognitive Decline  
 

People with memory issues or other forms of cognitive decline may still be competent to 
consent for research participation. In collaboration with Emory University and the University 
of Wisconsin Madison, Sage Bionetworks investigated the informed consent needs of people 
with cognitive decline as part of the Alzheimer’s Disease Research Center (ADRC) study. 
 
The consent design uses a tile design as well a summative evaluation questions to test 
mastery of key concepts (for more information about tile design, see Defining the Narrative 
Arc). Study coordinators are informed of participants’ answers to quiz questions, allowing 
them to focus their efforts on clarifying and remediating specific topics rather than 
reviewing the entire consent with participants.  
 

 
Consider:  

 Use icons meaningfully and consistently to aid memory and retention 

 Present concepts in small increments  

 Intersperse quiz questions within the consent process 
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// Translation  
 
In order to recruit, enroll, and retain a diverse participant pool, you may need to translate 
your consent documents and other participant-facing study materials. Given the intricacies 
of language and culture, special consideration is needed to ensure that every potential 
participant is provided accurate and meaningful information about the study. To make sure 
your study is accessible and equitable, high-quality translation is essential for your informed 
consent and other participant-facing materials (including PP/ToS).  
 
We advocate for translation as an iterative cycle with two main steps to ensure accuracy 
and consistency of review. The two steps are: 
 

1. Primary Translation: Translate to the target language 
The primary translator is responsible for professional translation of the original 
English materials into the target language. The primary translator will ensure that 
translation is done in a consistent and standardized way using industry best practices. 
You can often hire an outside group to do this step.  
 

2. Secondary Translation: Review for cultural meaning  
The secondary translator is responsible for expert review and revision of primary 
translated materials. Ideally they are a member of your study team or are very 
familiar with your study. The secondary translator will ensure that the translations 
are accurate, culturally appropriate, accessible, and comprehensible to the target 
audience. The secondary translation provider will verify that the reading level of the 
original English (for example, middle school-level or college-level) is maintained in 
the translation.   
 

Translation should be an iterative cycle to ensure that there is both accuracy in meaning and 
cultural relevance.  
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Expert reviewer qualifications include:  

• Bilingual (English and your target language); strongly prefer native speakers 

• Expertise in communicating clinical research; prefer clinicians and clinical research 
coordinators with first-hand experience enrolling non-English speaking volunteers in 
research studies 

• Ability to understand the study protocol and materials in English 
 
Check it out:   
 

 English Spanish 

Text  If you have a fitness tracker 
(like one to count the steps 
you take in a day), you might 
be able to share data from it 
with All of Us. If you don’t 
have a fitness tracker, we 
may ask you to use one that 
we give you. You can say no 
and still take part in All of Us. 

Si tiene un monitor (sensor) de 
actividad física (como, por ejemplo, 
uno que cuente los pasos que usted 
da en un día), podría compartir esos 
datos con All of Us. Si no tiene un 
monitor (sensor) de actividad física, 
podríamos pedirle que use uno que 
nosotros le daremos. Puede negarse 
y, aun así, continuar siendo parte de 
All of Us. 

Video  Watch on YouTube Watch on YouTube 

 
 
It is important to note that many languages (such as Spanish) have different dialects or 
words that are used for certain terms depending on the country or community of origin. 
Having a translation team that is representative of these ethno-regional differences enriches 
and improves translation fidelity.  
 
For example, consider including translators from a variety of Spanish-speaking nations on 
your translation team, such as Spain, Honduras, Venezuela, Puerto Rico, Ecuador, 
Guatemala, Colombia, and/or Mexico.  
  

https://www.youtube.com/watch?v=2q38iMhBTo4
https://www.youtube.com/watch?v=9Hh6DiA0mCU
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//eConsent: a complement to the in person consent experience  
 

eConsent can serve as a powerful tool throughout an in-person consenting experience.  
There are two primary modalities of use of eConsent for in person experience:  
 

1. eConsent as a preview- prospective participants view from home, come with 
questions to study coordinator)  
 

2. eConsent as a tool for study coordinators-participants navigate the eConsent in 
the presence of a study coordinator as part of the onboarding process. Using an 
eConsent may reduce the repetitive burden placed on study coordinators of 
explaining the study. It additionally serves as check on standardizing the 
information that is conveyed to all participants. Completing eConsent in the 
presence of a coordinator allows for just in time education by the coordinator of 
the participant (i.e., participant doesn’t have to wait and remember questions – 
can get them answered right away).  

 
Using eConsent in person also has the benefit of validating participant 
identity/inclusion criteria before prospective participant gets too far into learning 
about the study.  

 
Using an eConsent may give participants a greater sense of autonomy and control as they 
are able to proceed at their own pace and ask questions of the study coordinator. With 
interactive features, participants can customize their consent experience, opting to view 
information that may go beyond consent requirements, such as the definition of key terms. 
Also, see our section on  Layered Information.  
 
The study coordinator is able to help the participant with any technical issues they may 
experience throughout the consenting process. Using an eConsent in person may prove 
beneficial for studies where a coordinator needs to assess cognitive ability to consent.  
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What is Different in the Remote Setting?  
 
// Points to consider 
 
Remote electronic consent is a powerful tool for many reasons: It is scalable. It may reduce 
time pressure on participants, researchers, and clinicians. It allows for diverse, integrated 
information presentation methods, including video, audio, and other interactive approaches. 
 
Before you jump in, here are some important points to consider before using remote 
electronic consent for your study: 
 
1. Ensure participants meet the eligibility criteria for the study.  

Sage Bionetworks has relied on participants’ self-report of eligibility for remote studies 
or have confirmed eligibility criteria at an in person visit as part of the study. Think 
carefully about what information you collect about participants before ensuring they 
meet the eligibility criteria. Eligibility criteria should come before account creation.  
 

 

 

 

Additional Resources  
 

Check out how Project Baseline 
presents eligibility criteria. Click “Am I 
eligible?” 

https://www.projectbaseline.com/ 

 

 
 
 
 

 
 
 

  

https://www.projectbaseline.com/
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2. Identity confirmation. For example, of people providing permission for children to 
participate in research. The FeverPrints app-mediated research study asks adults to hand 
their phone to the child, and ask the child to complete steps on the phone, using physical 
proximity as a proxy for guardianship. (left image)  

 
3. eSignature. In the remote electronic setting, signing consent forms (including HIPPA 

authorizations) has become standard. Participants use their finger or a mouse to sign, or 
type their name to indicate their consent. The signature is appended to a copy of the 
consent form and emailed to the participant for their records. (right image)  

 

 

 

 

 

What about kids?   
 

Here is a discussion on the 
development of an entirely remote 
eConsent for a pediatric study in 
Canada:  

https://www.sciencedirect.com/scie
nce/article/pii/S2451865420300090 
 

 

 
 

  

https://www.sciencedirect.com/science/article/pii/S2451865420300090
https://www.sciencedirect.com/science/article/pii/S2451865420300090
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Should I Use a Quiz?  
There are two main approaches to including an assessment in your informed consent: 
formative and summative assessment. Each has its own features. Read more below. 
 

// Formative assessment 
 

Formative assessment is a method of teach back. It can be used even in 
entirely remote studies to encourage people considering participation to 
reflect on their informedness prior to joining. Sage Bionetworks has 
implemented formative assessments in many mobile health studies, 
including for the more than 200,000 participants of the All of Us Research 
Program.  
 
Either throughout or at the end of the consent process, the research team poses questions 
about key aspects of the study. After answering, participants are presented with the correct 
answer, reinforcing understanding. Prospective participants can be offered the opportunity 
to go back and review specific content areas or talk with a member of the study team before 
joining. 
 

     

 
 
 
 

 
 
 
 
 

                 

 

  

https://www.ahrq.gov/professionals/quality-patient-safety/quality-resources/tools/literacy-toolkit/healthlittoolkit2-tool5.html
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// Summative Assessment 
 
By contrast to formative assessments, a summative assessment can be used as a gate for 
research participation. A summative assessment is a traditional “test” – there are right and 
wrong answers and there is a “passing score” to move on to the next task. 
 
Summative assessments measure a person’s mastery of content and may be appropriate in 
eConsent for studies targeting vulnerable populations, such as those with cognitive 
impairment. Sage Bionetworks uses a summative approach to content mastery assessment 
in the Parkinson mPower Study and ADRC. 

 

 
 

 
 
 

 

 

 

 

 

 

 

 
 

Additional Resources  
 

Think about how to incorporate the 
teach back method in your consent 
experience to facilitate learning: 
https://www.ahrq.gov/professionals
/quality-patient-safety/quality-
resources/tools/literacy-
toolkit/healthlittoolkit2-tool5.html 
 

 

 

https://www.ahrq.gov/professionals/quality-patient-safety/quality-resources/tools/literacy-toolkit/healthlittoolkit2-tool5.html
https://www.ahrq.gov/professionals/quality-patient-safety/quality-resources/tools/literacy-toolkit/healthlittoolkit2-tool5.html
https://www.ahrq.gov/professionals/quality-patient-safety/quality-resources/tools/literacy-toolkit/healthlittoolkit2-tool5.html
https://www.ahrq.gov/professionals/quality-patient-safety/quality-resources/tools/literacy-toolkit/healthlittoolkit2-tool5.html
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Designing and Developing your eConsent  
 
// What is App-Mediated Consent?  
 

There are three components of electronic informed consent: the eConsent, long form 
consent (LFC), and privacy policy and/or terms of service (PP/ToS).  
 

                
 
 

 eConsent is a series of screens that present information traditionally highlighted by 
the study coordinator during the informed consent process 

 LFCs are the traditional “informed consent documents” and are commonly 
interpreted to be required by U.S. regulation. Participants are presented with an LFC 
for review and electronic signature following eConsent.  

 PP/ToS are traditionally used within apps and by websites to alert users to the 
app/website’s data gathering, use, management, storage and disclosure by the 
organization hosting the app or website. For this reason, PP/ToS are critical to 
electronic informed consent processes.  

 

 

 

Do we still need long forms?  
The long form was originally conceived as a central 
repository for all of the information about study 
participation for participants. Participants received a 
signed copy they could keep and reference over 
time. 
 
As we work to engage more diverse populations in 
research participation, we should stop and reflect on 
the efficacy of the long form: does it allow all types 
of people to access and understand “all the 
information.”  
 
In the US 1 in 5 people can not read well enough to 
decode “simple” instructions from their doctor. 
Written long forms certainly do not fulfill our ethical 
obligation for informing these folks. Further, many 
(although this is hopefully changing!) long forms are 
very long and riddled with scientific jargon and 
complex sentence structure— many have estimated 
that likely less than half of people in the US could 
decode one.  
 
For these reasons, we at Sage Bionetworks think that 
we may need to step away from relying on written 
long forms as the repository for all the information 
about studies because they reinforce the very 
scientific biases we are trying to eradicate. 
 
So what alternatives could we propose to replace 
the written long form that is more broadly accessible 
to all? eConsent is one possibility. 
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// What is App-Mediated Consent?  

Some additional reading on app-mediated informed consent:  
 

• John Wilbanks and Meg Doerr give an overview of app-mediated consent at 
OHRP (their presentation starts at 2h57min mark of this video file) 
https://videocast.nih.gov/summary.asp?live=28334&bhcp=1 

  

• Here is a Sage Bionetworks white paper giving more detail about electronic 
consent screen design: 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2769129 

 

• Meg Doerr gives an overview on app-mediated consent on the DiME (digital 
medicine society): https://sagebionetworks.org/tools_resources/econsent-
webinar/ 

 

• Read more about enrolling diverse populations here: 
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC5910200/ 
(Kraft, SA, Doerr, M. Engaging populations underrepresented in research 
through novel approaches to consent. Am J Med Genet C Semin Med Genet. 
2018;178(1):75-80.)  

 

• This is our review of app-mediated consent processes on using the 
ResearchKit framework: https://mhealth.jmir.org/2017/8/e126/ 

(Moore S, Tassé AM, Thorogood A, Winship I, Zawati M, Doerr M 
Consent Processes for Mobile App Mediated Research: Systematic Review 
JMIR Mhealth Uhealth 2017;5(8):e126) 
 

 
  

https://videocast.nih.gov/summary.asp?live=28334&bhcp=1
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2769129
https://sagebionetworks.org/tools_resources/econsent-webinar/
https://sagebionetworks.org/tools_resources/econsent-webinar/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC5910200/
https://mhealth.jmir.org/2017/8/e126/
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// Using an online framework  

 

 

 

 

 

 

 

 

 

Mobile applications, or apps, can be used to deliver research studies to participants at scale 
using mobile phones. Using mobile apps for research allows researchers to reach an 
unlimited number of participants who are not confined to a geographic location.  
 
ResearchKit (iOS) and ResearchStack (Android) are open source frameworks that can be used 
for building research apps on the iOS and Android operating systems, respectively. 
ResearchKit and ResearchStack include open source code and technical documentation and 
are configurable for different areas of study.  

 
The FDA has also jumped in this game with their release of MyStudies- an app that sits on 
top of either ResearchKit or ResearchStack to help gather real world data from research 
participants. MyStudies also includes open source code and technical documentation.   
 
 
 
 
 
 
 
 
 
 

 

Additional Resources:  
 
You can read more about ResearchKit here: 
https://www.researchandcare.org/research
kit/ 
 
You can read more about Research Stack 
here: http://researchstack.org/ 
 
More info about MyStudies here:  
https://www.fda.gov/media/119834/downl
oad 
https://www.fda.gov/drugs/science-and-
research-drugs/fdas-mystudies-application-
app 
 
It was recently announced that MyStudies 
has partnered with Google Cloud:  
https://cloud.google.com/blog/topics/healt
hcare-life-sciences/fda-mystudies-comes-
to-google-cloud 
 
Here is our paper reviewing all of the 
consent processes that were publicly 
available on research apps using 
ResearchKit: 
https://mhealth.jmir.org/2017/8/e126/ 
 

 

 

  
 

  

https://www.researchandcare.org/researchkit/
https://www.researchandcare.org/researchkit/
http://researchstack.org/
https://www.fda.gov/media/119834/download
https://www.fda.gov/media/119834/download
https://www.fda.gov/drugs/science-and-research-drugs/fdas-mystudies-application-app
https://www.fda.gov/drugs/science-and-research-drugs/fdas-mystudies-application-app
https://www.fda.gov/drugs/science-and-research-drugs/fdas-mystudies-application-app
https://cloud.google.com/blog/topics/healthcare-life-sciences/fda-mystudies-comes-to-google-cloud
https://cloud.google.com/blog/topics/healthcare-life-sciences/fda-mystudies-comes-to-google-cloud
https://cloud.google.com/blog/topics/healthcare-life-sciences/fda-mystudies-comes-to-google-cloud
https://mhealth.jmir.org/2017/8/e126/
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// Defining the Narrative Arc  
 

There are different ways to present the narrative arc of your consent experience.  
 
Linear: A linear presentation of information leads participants from one topic to the next. 
Participants can only navigate forward or backward, not between content areas. This design 
allows researchers to present the informed consent like a story, with each screen building on 
the one before.  
 
Non-linear: Presenting informed consent topics in a grid or “tiles” allows participants to 
navigate topics in the order of their choosing. Participants click through from the main grid 
to learn more about each of the topics presented. This design allows participants to see the 
breadth of information you will cover in the informed consent process in one glance. It also 
facilitates participant-driven information seeking, but may require you to repeat information 
so that each “tile” stands on its own.  
 
 Example of linear presentation    Example of non-linear presentation 
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// Information Presentation  
 

We strongly suggest that you think carefully about layout of the information you present on 
each eConsent screen. Keep word count to a minimum and use videos or icons to help 
anchor the concepts you present. 
 

At Sage Bionetworks, we have two standard templates for eConsent screens. The video 
screen template is on the left. The icon screen template is on the right.  
 
 
Main 
concept  
 
Text 
information 
area 
 
Video 
(with closed 
captioning)  
 
 
Link to video 
transcript 
 
Contact 
information  
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// Layered Information  
 

Using a layered approach to information allows the participant to choose if they wish to 
learn more about a particular topic within the consent experience.  
 
In the example (left), the participant is presented with the screen on the left which opens 
the screen to the right.  

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
            
        Images from My Heart Counts (Stanford University)  
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Another way to use a layered approach in your consent is to define words or other medical 
terms for your participants.  

 
 
 
 
 
 
 
  
 
 
 
 
 
 

You may consider illustrating to your 
participants at the beginning of the consent 
experience they can click on certain terms 
to learn more (above). 
 
 
If a participant clicks on the word “DNA” 
(top right) they will be presented with a 
modal window to explain more about DNA 
(right). 
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// Using a Question and Answer Format   
 

The revised Common Rule (January 2019) places greater emphasis on transparency and 
participant- centeredness with an effort to center the information presented in the 
consent process on what a person would want to know. Rather than just listing out 
information, we can use the consent process as an opportunity for engagement. We are 
trying to engage participants in learning about the study and reflecting on their own 
values in order to make decisions that are best for them. We are trying to get people to 
think about themselves:  
 

How does this program relate to me?  
What will I do?  
What should I think about? 
Do I feel comfortable with this?  

 
When trying to convey a bolus of information to participant, the question/answer format 
is a great way of "chunking" out information into clear conceptual bites to make it easier 
to digest. The desired outcome is to make information consumption less overwhelming 
especially to those of lower literacy). 
 
Check it out: See the excerpts in the sidebar (right) from the All of Us Research Program’s 
consent documents that use the question and answer format.   
 
 
 
 
 
 
 
 
 
 
 

Check it out: See the excerpts below from 

the All of Us Research Program consent 
documents where we have employed a 
question and answer format.   

 

How long will All of Us last?  

All of Us will last for at least ten years. If you 
decide to join, you can withdraw (quit) at 
any time.  

What are the risks of letting you use 
my DNA for research? 

Your DNA is a type of private information. It 
is unique to you. 

If there is a data breach, someone could 
see or use your DNA information without 
permission. There is a very small chance 
they could figure out who you are. They 
could try to use information about your 
DNA against you. It could impact your 
employment, insurance, or family 
relationships. 
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Check Your Consent  
 

Read through the checklist to identify questions most relevant to your specific project or 
consent experience. After you have determined questions applicable to your project, go 
back to review specific sections of this document. Assess whether you need to make 
adjustments to your consent experience.  
 
 

 
 
 
 
 
 
 

 Elements of informed consent: Have you included all required elements 
of informed consent under the revised Code of Federal Regulations?  

 
 Keeping it Legal: Have you reviewed any relevant state or 

federal laws that apply to your project? Consider the 
jurisdiction in which you operate and review any applicable 
laws or regulations, including collecting and transferring data 
across international borders.  

 
 Readability and Numeracy: Did you use words that your 

participants can understand? Did you check your readability 
score? Have you used numbers or real world comparison to 
explain risk?  

 
 Consider your participant audience: Have you considered accessibility 

readability? Will you recruit people with cognitive decline?  
 

 Translation: Given the population you are trying to recruit; do you need 
to translate your consent to another language? Have you used an 
iterative translation process to ensure for accuracy and cultural 
relevancy?  

 
 Remote setting: If applicable, have you accommodated for consent in a 

remote setting? Have you prompted your participant audience with 
eligibility criteria? 

 Consent in the 21st century: Will your study 
include electronic data capture? If so, have you 
harmonized PP/ToS with the study’s consent? 
Have you highlighted PP/ToS to participants?  

 
 PP/ ToS: Do you need to include a privacy policy 

or terms of service in your consent experience? 
How have you organized the information? Have 
you checked the PP/ToS’s readability score? 

 
 Did you consider using a quiz to serve as a teach 

back method or to assess participant 
understanding?   

 
 Did you present your consent experience in an 

engaging way for your participant audience? Did 
you consider using icons, text, videos, or audio?  

 
 How will your participant audience navigate 

through your consent experience? Will they 
determine the order or have your predefined the 
narrative arc?  
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About the Sage Bionetworks Governance Consent Toolkit  
 
Sage Bionetworks’ The Elements of Informed Consent toolkit will help 
researchers think through what information participants should receive as part 
of the consenting process in order to make an informed decision about whether 
or not to join a study. We believe that informed participants make the best 
participants; they understand the study, its risks and benefits, and how their 
data will be treated.  
 
This toolkit can help inform your consent design, especially if you are considering 
using technology. The goal is always to present pertinent information to your 
potential participants in a way they can understand and comprehend.  
 
This is V.3.0 of this toolkit, updated on January 21 2020. We will continue to 
update this toolkit over time. We’ll let you know when we do right here.  
 
Copyright information  
All the materials in this toolkit not otherwise copyrighted are copyrighted by 
Sage Bionetworks, and licensed to the public under the Creative Commons 
Attribution 4.0 license. You are welcome to use, share, and adapt any of these 
resources in whole or in part under this license. We ask that you give appropriate 
credit as you do so.  
 
Limits to using this resource 
The Elements of Informed Consent toolkit is not legal advice. It is a compendium 
of the practices and principles we at Sage Bionetworks use to guide our work in 
informed consent. We will update this document over time as we grow our body 
of work and learn more about best practices in informed consent.  

Contact us  
 
Feedback? Did you use or consult our 
Consent Toolkit? Use this form to share 
your feedback or suggestions with us.   
 

 
Email: If you would like to contact our 
team about working on a consent-related 
project or to ask a question, please email 
megan.doerr@sagebionetworks.org 

 
 

 
Tweet us! @SageBio  
 

 
 
 
  

http://sagebase.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://docs.google.com/forms/d/1vokHfyKsuoGki5CMTT6DiE-S7USud0cYSM1qa_cWbAQ/edit
https://twitter.com/Sagebio?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
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About Sage Bionetworks   
 
Sage Bionetworks is a nonprofit that develops and implements collaborative 
practices and technology to support the integration of data science into 
biomedical research. Sage sits at a unique nexus of the fields of data science, 
open-access technology platform development, and data governance. We are 
located in Seattle and we are supported through a portfolio of philanthropic 
donations, competitive research grants, and commercial partnerships. Learn 
more about Sage Bionetworks at sagebionetworks.org 
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